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Warranty and Disclaimer

Warranty and Disclaimer

To the maximum extent permitted by applicable law, Fujitsu Microelectronics Europe GmbH restricts
its warranties and its liability for all products delivered free of charge (e.g. software include or
header files, application examples, target boards, evaluation boards, engineering samples of IC’s
etc.), its performance and any consequential damages, on the use of the Product in accordance with
(i) the terms of the License Agreement and the Sale and Purchase Agreement under which
agreements the Product has been delivered, (ii) the technical descriptions and (iii) all accompanying
written materials. In addition, to the maximum extent permitted by applicable law, Fujitsu
Microelectronics Europe GmbH disclaims all warranties and liabilities for the performance of the
Product and any consequential damages in cases of unauthorised decompiling and/or reverse
engineering and/or disassembling. Note, all these products are intended and must only be used
in an evaluation laboratory environment.

1. Fujitsu Microelectronics Europe GmbH warrants that the Product will perform substantially in
accordance with the accompanying written materials for a period of 90 days form the date of
receipt by the customer. Concerning the hardware components of the Product, Fujitsu
Microelectronics Europe GmbH warrants that the Product will be free from defects in material
and workmanship under use and service as specified in the accompanying written materials
for a duration of 1 year from the date of receipt by the customer.

2. Should a Product turn out to be defect, Fujitsu Microelectronics Europe GmbH’s entire liability
and the customer’s exclusive remedy shall be, at Fujitsu Microelectronics Europe GmbH's
sole discretion, either return of the purchase price and the license fee, or replacement of the
Product or parts thereof, if the Product is returned to Fujitsu Microelectronics Europe GmbH in
original packing and without further defects resulting from the customer’s use or the transport.
However, this warranty is excluded if the defect has resulted from an accident not attributable
to Fujitsu Microelectronics Europe GmbH, or abuse or misapplication attributable to the
customer or any other third party not relating to Fujitsu Microelectronics Europe GmbH.

3. To the maximum extent permitted by applicable law Fujitsu Microelectronics Europe GmbH
disclaims all other warranties, whether expressed or implied, in particular, but not limited to,
warranties of merchantability and fitness for a particular purpose for which the Product is not
designated.

4. To the maximum extent permitted by applicable law, Fujitsu Microelectronics Europe GmbH’s
and its suppliers” liability is restricted to intention and gross negligence.

NO LIABILITY FOR CONSEQUENTIAL DAMAGES

To the maximum extent permitted by applicable law, in no event shall Fujitsu
Microelectronics Europe GmbH and its suppliers be liable for any damages whatsoever
(including but without limitation, consequential and/or indirect damages for personal
injury, assets of substantial value, loss of profits, interruption of business operation,
loss of information, or any other monetary or pecuniary loss) arising from the use of
the Product.

Should one of the above stipulations be or become invalid and/or unenforceable, the remaining
stipulations shall stay in full effect

© Fujitsu Microelectronics Europe GmbH -3- MCU-AN-300221-E-V12
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Chapter 1 Introduction

1 Introduction

This application note describes the functionality of the Memory Patch Function and gives
some examples. The Memory Patch Function is mostly used for debugging. It allows monitor
of internal bus transfers or CPU execution.

1.1 Key Features

e Detection of Access of Memory Address with Address Mask or Access of Address
Area

e Detection of Access of Data with Data Mask

e Detection of Access by Byte and/or Word, Read and/or Write, Data or Code, DMA
and/or CPU

e Instruction / Data Replacement or INT9 Generation at Detection

o Memory Write Protection

© Fujitsu Microelectronics Europe GmbH -5- MCU-AN-300221-E-V12
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Chapter 2 The Memory Patch Function

2 The Memory Patch Function

THE BASIC FUNCTIONALITY OF MEMORY PATCH FUNCTION

2.1 Introduction

The Memory Patch Function allows the user to watch data exchange on the internal bus and
detect address hits. It can be used for supervising the memory in operating systems or for
debugging user software on-chip.

It contains 8 channels, which can be grouped by 2 neighboured channels.

The Memory Patch Function is also used by the Euroscope Debugger.

2.2 Block Diagram
Figure 2-1 shows the internal block diagram of 2 channels of the Memory Patch Function.

address and control
* Address F2MC-16FX
and Type Core
Patch Address Match
PFAO Detection address
match
Patch Address/Mask .
PFA1
Access Type Match
PFCS
IE patch
Patch Enable bit PE
a PFCS:PE
e}
i data read
% data
g Patch Data _ 1
b PFDO
PE
S
Data Match ¢ 0
_| Detection ]
Patch Data/Mask N D L
PFD1 data address and
match data value match
set
Match Indication [«
PFCS:I | |
IE INT9
Interrupt Enable bit
N PECSIE EDSU_EN (hardware IRQ)

Figure 2-1: Memory Patch Function block diagram
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Chapter 2 The Memory Patch Function

2.3 Registers

2.3.1 Patch Function Address Registers (PFA[0-7])

These eight registers contain 3 bytes each for 24-bit addresses. The lower bytes are named
PFALn, the middle PFAMn, and the upper byte PFAHN.

Two neighboured registers are forming a group, which can represent two separate
addresses, an address range or an address and a mask.
2.3.2 Patch Function Data Registers (PFD[0-7])

These eight 2 byte registers are used for data replacement for Memory Patch or data match
and data mask for Data Value Break.

© Fujitsu Microelectronics Europe GmbH -7- MCU-AN-300221-E-V12
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2.3.3 Patch Function Control/Status Register (PFCS0-3)

Each prcsn controls two of the PFAx and PFDx register, where PFCSO0 correspond to PFAO,
PFA1 and PFDO, PFD1, PFCS1 to PFA2, PFA3, PFD2, PFD3, and soon ...

3:. Name Explanation VZ'" Operation
15 T Read Access 0 Read Accesses do not match
Detection enable | 1 | Read Accesses match (also at RMW instructions)
14 | write Write Access 0 Write Accesses do not match
Detection enable | 1 | Write Accesses match (also at RMW instructions)
13 T 8-Bit Access 0 | 8-Bit Accesses do not match
Detection enable 1 8-Bit Accesses match
12 WORD 16-Bit Access 0 16-Bit Accesses do not match
Detection enable 1 16-Bit Accesses match
11 CODE Code Access 0 Code Accesses do not match
Detection enable 1 Code Accesses match
10 SR Data Access 0 Data Accesses do not match
Detection enable 1 Data Accesses match
9 CPU CPU Access 0 CPU Accesses do not match
Detection enable 1 CPU Accesses match
8 i DMA Access 0 DMA Accesses do not match
Detection enable 1 DMA Accesses match
0 Disable Mask Option for PFA2n. PFA2n+1 define
7 p Address Mask Address for channel n+1.
Bit 1 PFA2n+1 is used as OR-Mask of PFA2n and
Address
Disable Address Range for PFA2n and PFA2n+1.
0 PFA2n and PFA2n+1 are used for Addresses of
6 AR Address Range Channel 2n and 2n+1, if PFA2n+1 is not used as
Enable mask.
1 Enable Address Range. PFA2n as start address
and PFA2n+1 as end address.
Patch Enable 0
e PEL Channel 2n+1 1
4 PEO Patch Enable 0
IChanneI én - é Please refer Table 2-3.
nterrupt Enable
£ IEL Channel 2n+1 1
Interrupt Enable 0
2 LEO Channel 2n 1
For Channel 2n+1,
1 I1 Interrupt Flag 0 | Read: No Interrupt occurred
Channel 2n+1 Write: Clear Interrupt
1 Interrupt occurred on Channel 2n+1
For Channel 2n,
0 10 Interrupt Flag 0 | Read: No Interrupt occurred
Channel 2n Write: Clear Interrupt
1 Interrupt occurred on Channel 2n

The initial values of all bits are “0”.

The initial values of all bits are “0”.

Table 2-1: PFCS

MCU-AN-300221-E-V12
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Chapter 2 The Memory Patch Function

2.3.3.1 Correspondence between PFAx, AM and AR

PFCSn AR PFCSn AM PFA2n PFA2n+1
0 0 point point
0 1 point mask
1 X start point end point

Table 2-2: PFAx, AM and AR

PFCSn AR = 0 & PFCSn_AM = 0: PFA2n and PFAZ2n+1 are configured to set two
different addresses for the two separate match detections.

PFCSn AR = 0 & PFCSn_AM = 1: PFAZ2n specifies the address and PFAZ2n+1
specifies the mask for single match detection. If the bit 2 of the mask (PFA2n+1) is 0,
then bit 2 of the address (PFA2n) is compared with bit 2 on the address on the bus
for a match detection. If the bit 2 of the mask (PFA2n+1) is 1, then bit 2 of the
address (PFA2n) is not compared with bit 2 on the address on the bus.

E.g. If PFAO = 0xDF0000 and PFA1 = 0x000100, then the match detection would
happen if the addresses 0xDF0000 and 0xDF0100 are accessed.

PFCSn_ AR = 1. PFA2n specifies the start address and PFA2n+1 specifies the end
address for the match detection.

© Fujitsu Microelectronics Europe GmbH -9- MCU-AN-300221-E-V12
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2.3.3.2 Channel Operation corresponding to IE and PE

IE

PE

Operation

0

0

Interrupts and Data Patch are disabled.
Address Match can be detected by polling T flag.

Memory Patch is enabled. In this case the following are the possible

operations:

1. ROM Correction: If the data (constant) in Flash Memory is read-
accessed by CPU/DMA, then the data in the PFDx register is read
instead.

2. RAM Data Replacement: If the data in RAM is read-accessed by
CPU/DMA, then the data in the PFDx register is read instead.

3. RAM Write Protection: If the data at particular RAM location is
attempted to be written by CPU/DMA, then the write is ignored.

4. Instruction Break: If the instruction (code) in Flash Memory/RAM is
accessed by CPU and if the PFDx register is written with 0x01
(INT Instruction), then SW-INT9 ISR would be executed.

Operand Address Break is enabled and HW-INT9 is requested upon
match detection. This means that if the configured memory address
or range of or multiple memory addresses is / are accessed (read /
written) by CPU or DMA then the HW-INT9 ISR would be executed
after such access.'

Data Value Break enabled (available for PFDO, PFD2, PFD4, and
PFD6, the other neighboured are used as Data Mask) and HW-INT9
is requested upon match detection. This means that if the configured
memory or range of or multiple memory address / addresses is / are
read / written by CPU or DMA with a specific / multiple / range of
data then the HW-INT9 ISR would be executed after such access.

Table 2-3: Channel Operation

! It should be noted that this operation mode should not be used for instruction breaks. This is because pre-fetch
mechanism of the CPU (8-Byte Instruction Queue — It fetches 8 instructions ahead of their execution). That
means if the instruction break is placed at location 0xDF2000, then the break would occur as early as after
execution of instruction at 0xDF1FF8 (which is placed 8 bytes before instruction at address 0xDF2000) and this

is not intended.

MCU-AN-300221-E-V12
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Chapter 2 The Memory Patch Function

2.3.3.3 Operation Types with CODE, DATA, CPU, and DMA

Please note that CODE/DATA and CPU/DMA are two pairs of bits. At least 1 bit has to be set
to “1” for each pair for function.

CODE

DATA

Q
L]
a

Detection

No Detection

DMA Data Access is detected

CPU Data Access is detected

DMA and CPU Data Access is detected

No Detection

No Detection

CPU instruction code (pre-)fetch is detected

CPU instruction code (pre-)fetch is detected

No Detection

DMA Data Access is detected

i el el Ml H el B el el ol o) o) fo) flo) o) fol ke

= el el ol Il lel el i Ll i ol fol fo) feol ke

i el el il | ol el el il el el ol il (el ke

CPU Data Access and CPU instruction code (pre-)fetch
are detected

=

=

=

o
— OI—‘OI—‘OHOI—\OD—‘OI—‘OI—‘OE

CPU Data Access and CPU instruction code (pre-)fetch
are detected - DMA Data Access is detected

Grey entries are non-recommended settings

Table 2-4: Types of Operation

© Fuijitsu Microelectronics Europe GmbH -11-
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Chapter 2 The Memory Patch Function

2.3.3.4 Different Match Detection Conditions

The below table explains different scenarios of Match Detection configuration for channel 0
and 1:

Sr. Control (PFCSO0) Patch Address Patch Data
No. IEO PEO IE1l PE1l AR AM PFAQ PFAl PFDO PFD1
1. 0 1 === | === 0 0 0xDF401E === 0x1234 ===

— The above configuration achieves ROM Correction on channel 0.

— If the ROM address 0xDF401E is read-accessed then the CPU/DMA will read 0x1234
instead of the original data.

— Channel 1 can be used for another Match Detection.

2. 0 [ 1 [--—-]---] o [ o [ 0x006c00 | -—- | 0x5500 | -—--

— The above configuration achieves RAM Word Data Replacement on channel 0, if READ =
1, WRITE =0, BYTE = 0 and WORD = 1.

— If the RAM address 0x006C00 is read-accessed then the CPU/DMA will read 0x5500
instead of the original data.

— Channel 1 can be used for another Match Detection.

3. 0 [ 1 [--——-]---] o | o [ ox006c28 | -—- | 0x55xX | -—--

— The above configuration achieves RAM Byte Data Replacement on channel 0, READ = 1,
WRITE =0, BYTE = 1 and WORD = 0.

— If the RAM address 0x006C29 is read-accessed then the CPU/DMA will read 0x55
instead of the original data.

— Channel 1 can be used for another Match Detection.

4. 0 [ 1 | --—-]---] o ] o [ ox006c00 | -—- | - | ---

— The above configuration achieves RAM Write Protection on channel 0, if READ bit is
cleared to 0 and WRITE bit is set to 1.

— If the RAM address 0x006C00 is attempted to be written then the access would be
ignored and the write would not happen.

— Channel 1 can be used for another Match Detection.

5 -———[-—=T o] 1 ToT]o] -—- | oxpr40ca | --- ] 0xxx01

— The above configuration achieves Instruction Break on channel 1.

— If the code at address 0xDF40CA is accessed then the SW-INT9 ISR would be executed.

— Channel 0 can be used for another Match Detection.

6. 0 [ 1 ] o J 1 ] o] o [ 0xDF4028 | 0xDF40F0 | 0x01xX | 0x1234

— The above configuration achieves Instruction Break on channel 0 and Memory Patch
Function on channel 1.

— If the code at address 0xDF4029 is accessed then the SW-INT9 ISR would be executed.

— If the address 0xDF40F0 is accessed then the CPU/DMA will read 0x1234.

7. 0 [ 1 [--——]---] o | 1 | 0xDF4000 [ 0x000002 | 0xxX01 | -—--

— The above configuration achieves Instruction Break with Address Mask on channel 0.

— If the code at address 0xDF4000 or 0xDF4002 is accessed then the SW-INT9 ISR would
be executed.

— Channel 1 can’t be used for another Match Detection.

8. 0 | 1 [ -—-]--——] 1 ] o [ 0xDF4000 [ 0xDF407E | 0xXx0l | ---

— The above configuration achieves Instruction Break with Address Range on channel 0.

— If the code at any address from 0xDF4000 to 0xDF407E is accessed then the SW-INT9
ISR would be executed if EN bit of EDSU register is set to 1.

— Channel 1 can’t be used for another Match Detection.

9. 1 [ o [--—-]---] o [ o [ 0xDF4000 | -—- | -—— ] ---

— The above configuration achieves Operand Address Break on channel 0.

— If the constant at address 0xDF4000 is read then the HW-INT9 ISR would be executed if
EN bit of EDSU register is set to 1.

— Channel 1 can be used for another Match Detection.

XX denotes the original data/instruction at the adjoining memory location.

Table 2-5: Match Detection Conditions — |

MCU-AN-300221-E-V12 -12 - © Fujitsu Microelectronics Europe GmbH
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Chapter 2 The Memory Patch Function

Sr. Control (PFCSO0) Patch Address Patch Data
No. IEO PEO IE1l PE1l AR AM PFAQ PFAl PFDO PFD1
10. === || === 1 0 0 0 === 0x006EQ0 === ===

— The above configuration achieves Operand Address Break on channel 1.

— If the data at address 0x006E00 is accessed then the HW-INT9 ISR would be executed if
EN bit of EDSU register is set to 1.

— Channel 0 can be used for another Match Detection.

11. 1 | o | 1 ] o | o] o | ox006Cc56 | 0x006CF2 | --- [ ---

— The above configuration achieves Operand Address Break on channel 0 and 1.

— If the data at address 0x006C56 or 0x006CF2 is accessed then the HW-INT9 ISR would
be executed if EN bit of EDSU register is set to 1.

12. 1 | o [-——-]---] o ] 1 | 0xDF4000 [ 0x0000FF | --- [ ---

— The above configuration achieves Operand Address Break with Address Mask on channel
0.

— If constant at address from 0xDF4000 to 0xDF40FE (if BYTE = 0 and WORD = 1) is read
then the HW-INT9 ISR would be executed if EN bit of EDSU register is set to 1.

— Channel 1 can’t be used for another Match Detection.

13. 1 | 0 [--=-T---T 1 ] 0 [ 0x006C00 | 0x006CFE | --- [ ---
— The above configuration achieves Operand Address Break with Address Range on channel
0

— If data at any address from 0x006C00 to 0x006CFE is accessed then the HW-INT9 ISR
would be executed if EN bit of EDSU register is set to 1.

— Channel 1 can’t be used for another Match Detection.

14. 1 | 1 | ——]--——] 0 | o | oxDF4000 | — | 0x1234 [ 0x0000

— The above configuration achieves Data Value Break on channel 0.

— If the constant at address 0xDF4000 is read with 0x1234 then the HW-INT9 ISR would be
executed if EN bit of EDSU register is set to 1.

— Channel 1 can be used for Operand Address Break.

15. 1 | 1 | ——1]--——] 0 ] o [ ox006c20 | === | 0x1200 [ 0xO0O0FF

— The above configuration achieves Data Value Break on channel 0.

— If the data at address 0x006C20 is read or written with any value from 0x1200 to 0x12FF,
then the INT9 ISR would be executed if EN bit of EDSU register is set to 1.

— Channel 1 can be used for Operand Address Break.

16. 1 | 1 [---]T--—-T] o ] o | ox006c20 ] -—- | OXFEDC | OXFFFF

— The above configuration achieves Data Value Break on channel 0.

— If the data at address 0x006C20 is read or written with any value then the HW-INT9 ISR
would be executed if EN bit of EDSU register is set to 1.

— Channel 1 can be used for Operand Address Break.

17. 1 | 1 [ -——]---] o ] 1 [ 0x006C20 | 0x00000F | 0x1234 [ 0x0000

— The above configuration achieves Data Value Break with Address Mask on channel 0.

— If data at any address between 0x006C20 to 0x006C2E is read or written with 0x1234
then the HW-INT9 ISR would be executed if EN bit of EDSU register is set to 1.

— Channel 1 can’t be used for another Match Detection.

18. 1 | 1 | ———]--——] 1 ] o | 0xDF4000 | O0xDF407E | 0xXXXX | OXFFFF

— The above configuration achieves Data Value Break with Address Range on channel 0.

— If constant at any address between 0xDF4000 to 0xDF407E is read with any value then
the HW-INT9 ISR would be executed if EN bit of EDSU register is set to 1.

— Channel 1 can’t be used for another Match Detection.

19. 1 | 1 ] 1 ] o [ o] o | ox006c20 | 0x006D20 | 0X1234 [ 0x0000

— The above configuration achieves Data Value Break on channel 0 and Operand Address
Break on channel 1.

— If the address 0x006C20 is read or written with 0x1234 then the HW-INT9 ISR would be
executed if EN bit of EDSU register is set to 1.

— If the address 0x006D20 is accessed then the HW-INT9 ISR would be executed if EN bit of
EDSU register is set to 1.

XXXX denotes any 16-bit value

Table 2-6: Match Detection Conditions - 1l

© Fujitsu Microelectronics Europe GmbH -13 - MCU-AN-300221-E-V12
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Chapter 2 The Memory Patch Function

2.3.4 EDSU Extension Register (EDSU)
This register controls the embedded debug support unit.

3:. Name Explanation {;‘;:Lael Value Operation
15 i INT9 Enable 0 0 Disable INT9 Generation
Bit 1 Enable INT9 Generation
14 = Unused Bit X = No Operation
INT9 Enable 0 Disable HW-INT9 generation on
13 TIE for UART 0 UART Transmit Interrupt
Transmission 1 Enable HW-INT9 generation on
Interrupt UART Transmit Interrupt
0 No Interrupt occurred
12 TR Transmit - Interrupt occurred; Clearing is
Interrupt Flag 1 done via corresponding UART
Interrupt Transmit flag
SR Iz O |LARIT Used as monitor
11, SEL1, | Selection for 0.0 0, 1 | UART1 debugger
e SR ety , L, 0 | UART2 communication device
Debugger 1, 1 | UART3
INT9 Enable 0 Disable HW-INT9 generation on
9 — for UART 0 UART Receive Interrupt
Reception 1 Enable HW-INT9 generation on
Interrupt UART Receive Interrupt
0 No Interrupt occurred
8 BT Receive 0 Interrupt occurred; Clearing is
Interrupt Flag 1 done via corresponding UART
Interrupt Receive flag

Table 2-7: EDSU

MCU-AN-300221-E-V12 -14 - © Fujitsu Microelectronics Europe GmbH
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Chapter 2 The Memory Patch Function

2.3.5 EDSU Extension Register 2 (EDSU2)

The EDSU extension register 2 (EDSU2) controls the extended break interrupt selection to
trigger an HW-INT9 exception. For both transmit and receive interrupt channels an interrupt
number can be chosen out of the complete interrupts available in the system.

3:_ Name Explanation {;::La; Value Operation
UART UART Transmit channel is
Transmit 0x00 | selected by SEL1 & SELO of
Channel EDSU register

5= TSEL Selection for 0 0x01 | Reflects the UART Transmit
Monitor - channel number for HW-INT9
Debugger OxFF | interrupt generation
UART UART Receive channel is
Receive 0x00 | selected by SEL1 & SELO of

EDSU register

7-0 | RSEL 22;';?,3L for 0 0x01 | Reflects the UART Receive
Monitor - channel number for HW-INT9
Debugger OxFF | interrupt generation

Table 2-8: EDSU2

© Fujitsu Microelectronics Europe GmbH -15- MCU-AN-300221-E-V12
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3 Memory Patch Function Examples

EXAMPLES FOR THE MEMORY PATCH FUNCTION

31

Data Match on (Write) Access by CPU (Data Value Break)

In this example a global variable is watched by the Memory Patch Function via the address
of the variable. If a certain value is written to it, then INT9 interrupt is generated.

Main.c
/* THIS SAMPLE CODE IS PROVIDED AS IS AND IS SUBJECT TO ALTERATIONS. FUJITSU */
/* MICROELECTRONICS ACCEPTS NO RESPONSIBILITY OR LIABILITY FOR ANY ERRORS OR */
/* ELIGIBILITY FOR ANY PURPOSES. w/
/* (C) Fujitsu Microelectronics Europe GmbH */
/* ___________________________________________________________________________ */

__ far unsigned int data hit;

}

__interrupt void INT9 ISR (void)
{

// Declared as

_ far for 24 bit addressing.

// I1If declared as _ near, PFAHn must be set
// to 0x00.
void InitDataMatch (void)
{
// Set address
PFAL2 = (__ far unsigned long) &data hit & OxFF;
PFAM2 = (_ far unsigned long) &data hit >> 8;
PFAH2 = (__ far unsigned long) &data hit >> 16;
// Set data to OxAAAA
PFDL2 = O0xAA;
PFDH2 = 0OxAA;
// Set mask to 0x0000
PFDL3 = 0x00;
PFDH3 = 0x00;
PFCS1 = 0x5614; // Write, Word, Data, CPU, Interrupt
}
volid main (void)
{
InitIrgLevels();
__set 1i1(7); // allow all levels
__EI(); // globally enable interrupts
InitDataMatch () ;
EDSU = 0x80; // enable EDSU for INT9
data_hit = 0x5555; // no hit here
data hit = OxAAAA; // hit here!
while (1) ;

if (PFCS1 & 0x0001) // Data match?
{
PFCS1 = 0x5614; // clear IRQ
// Do something
}
}
MCU-AN-300221-E-V12 -16 - © Fujitsu Microelectronics Europe GmbH
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Chapter 3 Memory Patch Function Examples

vectors.c

/* THIS SAMPLE CODE IS PROVIDED AS IS AND IS SUBJECT TO ALTERATIONS. FUJITSU */
/* MICROELECTRONICS ACCEPTS NO RESPONSIBILITY OR LIABILITY FOR ANY ERRORS OR */

/* ELIGIBILITY FOR ANY PURPOSES. w/
/* (C) Fujitsu Microelectronics Europe GmbH */
2 S — */

/* ISR prototype */
__interrupt void INT9 ISR (void);

#pragma intvect INT9 ISR 9 /* HW-INT9 of 16-FX Series */

© Fujitsu Microelectronics Europe GmbH -17 - MCU-AN-300221-E-V12
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Chapter 3 Memory Patch Function Examples

3.2 Patch on Instruction Access (Instruction Break)

In this example the instruction code at a certain address is patched to INT9 (0x01), so that
this interrupt is generated. This mechanism can be used for break points during debug.

It should be noted that the address registers (PFAx) of the memory patch unit should always
be configured with an appropriate even address (i.e. word-aligned) even if the actual
address where the break needs to be set is an odd address. Also INT9 instruction code
(0x01) is programmed on the according byte position in the data register (PFDx) and the
other byte of the data registers needs to be configured with the original code at the
corresponding memory location.

This means if the instruction break needs to be set at a memory location 0xFE0183, then
the PFAx register needs to be configured with a value equal to 0xFE0182 and the PFDx
register higher byte (PFDHx) needs to be written with a value equal to 0x01 (op-code for
INT9 instruction) the PFDx register lower byte (PFDLx) needs to be written with original code
byte at memory location 0xFE0182.
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Main.c

/* THIS SAMPLE CODE IS PROVIDED AS IS AND IS SUBJECT TO ALTERATIONS. FUJITSU */
/* MICROELECTRONICS ACCEPTS NO RESPONSIBILITY OR LIABILITY FOR ANY ERRORS OR */

/* ELIGIBILITY FOR ANY PURPOSES. w/
/* (C) Fujitsu Microelectronics Europe GmbH */
2 S — */

extern  far unsigned long MATCH;

void InitAddressMatch (void)

{
unsigned long matchAddress;
__far unsigned int *matchPtr;

// if the address where break needs to be set is an odd address?
if (((_far unsigned long) &MATCH) % == 1)
{
// get the word-aligned address
matchAddress = (_ far unsigned long) &MATCH - 1;
// get the code word from word-aligned address
matchPtr = (_ far unsigned int *) matchAddress;
// copy the lower byte of original code to PFDL register
PFDLO = (unsigned char) (*matchPtr);
// 0x01 = INT9-Instruction
PFDHO = 0x01;

else // the address where break needs to be set is an even address

// get the word-aligned address

matchAddress = (_ far unsigned long) &MATCH;
// get the code word from word-aligned address
matchPtr = (_ far unsigned int *) matchAddress;

// 0x01 = INT9-Instruction
PFDLO = 0x01;
// copy the higher byte of original code to PFDH register
PFDHO = (unsigned char) (*matchPtr >> 8);
}
// Set appropriate address
PFALO = matchAddress & OxFF;

PFAMO = matchAddress >> 8;
PFAHO = matchAddress >> 16;
PFCS0 = 0xBA1lO0; // Read, Byte, Word, Code, CPU, Patch

}
void main (void)

{

InitIrgLevels();

__set 1i1(7); // allow all levels

__EI(); // globally enable interrupts
InitDataMatch () ;

#pragma asm
NOP
NOP
_MATCH: NOP ; Match address here -> patched to INT9
NOP
NOP
#pragma endasm

while (1) ;
i_interrupt void INT9 ISR (void)
{ if (PFCSO & 0x0001) // Code address match?
{ PFCSO = 0xBA10; // clear IRQ
// Do something
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vectors.c

/* THIS SAMPLE CODE IS PROVIDED AS IS AND IS SUBJECT TO ALTERATIONS. FUJITSU */
/* MICROELECTRONICS ACCEPTS NO RESPONSIBILITY OR LIABILITY FOR ANY ERRORS OR */

/* ELIGIBILITY FOR ANY PURPOSES. w/
/* (C) Fujitsu Microelectronics Europe GmbH */
2 — * /

/* ISR prototype */
__interrupt void INT9 ISR (void);

#pragma intvect INT9 ISR 9 /* INT9 of 16-FX Series */
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3.3 Communication Interface Interrupt configuration

In memory patch unit, USART communication interface’s receive and/or transmit interrupt is
able to trigger an INT9 exception to realize a break on request of this interface. The
communication device can be selected using SEL bits of EDSU register and also using the
EDSU2.

In this example, the INT9 generation on receive interrupt of USART channel O is enabled.
For the same the RIE bit of the SSRO register also needs to be set. The interrupt vector
definition remains the same, but in the ISR the receive data register RDR0O needs to be read
to clear the RDRF flag of SSRO register and also to clear RINT flag of EDSU register.

Main.c

/* THIS SAMPLE CODE IS PROVIDED AS IS AND IS SUBJECT TO ALTERATIONS. FUJITSU */
/* MICROELECTRONICS ACCEPTS NO RESPONSIBILITY OR LIABILITY FOR ANY ERRORS OR */

/* ELIGIBILITY FOR ANY PURPOSES. w2/
/* (C) Fujitsu Microelectronics Europe GmbH */
2 S — */

void InitMemPatch (void)
{

EDSU = 0x82; // enable INT9, communication interface - USART

// channel 0, INT9 generation on receive IRQ enabled

}

volid InitUart0 (void)
{

PIERO8 IE2 = 1; // Enable UARTO RX

DDR087D2 = 0; // Enable UARTO RX

BGRO = 1666; // 9600 baud at 16MHz CLKP1

SCRO = 0x17; // 8 bit, clear reception errors, Tx & Rx enabled
SSRO_RIE = 1; // Enable receive interrupt

SMRO = 0xO0D; // Mode 0, Reset Counter, Reset UART, SOTO enabled

}

__interrupt void INT9_ISR (void)
{

unsigned char rx data;

rx _data = RDRO; // read the received data to clear SSRO_RDRF &
// EDSU_RINT
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vectors.c

/* THIS SAMPLE CODE IS PROVIDED AS IS AND IS SUBJECT TO ALTERATIONS. FUJITSU */
/* MICROELECTRONICS ACCEPTS NO RESPONSIBILITY OR LIABILITY FOR ANY ERRORS OR */

/* ELIGIBILITY FOR ANY PURPOSES. w/
/* (C) Fujitsu Microelectronics Europe GmbH */
2 — * /

/* ISR prototype */
__interrupt void INTY9 ISR (void);

#pragma intvect INT9 ISR 9 /* INT9 of 16-FX Series */
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3.4 Data Match on (Write) Access by DMA (Data Value Break)

In this example an element global array is watched by the Memory Patch Function via the
address of the variable. If it is written with any value, then HW-INT9 interrupt is generated.

Main.c

/* THIS SAMPLE CODE IS PROVIDED AS IS AND IS SUBJECT TO ALTERATIONS. FUJITSU */
/* MICROELECTRONICS ACCEPTS NO RESPONSIBILITY OR LIABILITY FOR ANY ERRORS OR */

/* ELIGIBILITY FOR ANY PURPOSES. w2/
/* (C) Fujitsu Microelectronics Europe GmbH */
2 I EE—————————— * /
~ far unsigned char data hit[50]; // Declared as _ far for 24 bit addressing.

// I1f declared as _ near, PFAHn must be set
// to 0x00.
vold InitDataMatch (void)
{
// Set address

PFAL2 = (__ far unsigned long) &data hit[10] & OxFF;
PFAM2 = (_ far unsigned long) &data hit[10] >> 8;
PFAH2 = (__ far unsigned long) &data hit[10] >> 16;

// Set mask to OxFFFF, this ensures the break would happen once any value
// 1s written to the required memory location

PFDL3 = 0xFF;

PFDH3 = OxFF;

PFCS1

0x6514; // Write, Byte, Data, DMA, Interrupt
}

void InitUart0 (void)
{

PIEROBilEZ = 1; // Enable UARTO RX

DDR08 D2 = 0; // Enable UARTO RX

BGRO = 1666; // 9600 baud at 16MHz CLKP1

SCRO = 0x17; // 8 bit, clear reception errors, Tx & Rx enabled
ESIRO = 0x01; // Disable USART automatic interrupt clear,

// Clear TDRE and RDRF flags
SSRO_RIE = 1; // Enable receive interrupt

SMRO = 0x0D; // Mode 0, Reset Counter, Reset UART, SOTO enabled
}

volid InitDma (void)

{

unsigned long temp;

DISELO = 79; // UARTO receive interrupt number for MB9634x Series
DSR = 0x0000; // Clear transfer end interrupt, if any
DER = 0x0001; // DMA 0 enable
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Here the DMA is configured to transfer the data from receive buffer RDRO of UARTO to the
array data hit[] after every receive interrupt. Once the 10™ byte is written to 10™ element
data hit[] array, the memory patch function identifies this write and then the INT9

interrupt is generated.

DCTO = 0x0032;
IOAO0 = (unsigned int) &RDRO;
temp = (unsigned long)&data hit;
BAPLO = (unsigned char) temp;
temp >>= §;
BAPMO = (unsigned char) temp;
temp >>= §;
BAPHO = (unsigned char) temp;
DMACSO = 0x10; // no IOA update,
// IOA -> BAP
}
void main (void)
{
InitIrglLevels();
__set i1(7); //
_EIQO): //
InitUart0 () ;
InitDma () ;
InitDataMatch () ;
EDSU = 0x80; //
while (1) ;

}

__interrupt void INT9_ISR (void)
{
if
{

(PFCS1 & 0x0001) //

PFCS1 = 0x5614; //

// Do something

}

__interrupt void UARTO_RXISR (void)
{

DSR = 0x0000; // Clear
ESIR0 RDRF = 0; // Clear
SCRO CRE = 1; // Clear

// Do something

// 50 Bytes
// Source
// Destination

BAP update-Increment, byte transfer,

allow all levels
globally enable interrupts

enable EDSU for INT9

Data match?

clear IRQ

DMA end request
RDRF flags
all error flags

MCU-AN-300221-E-V12
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vectors.c

/* THIS SAMPLE CODE IS PROVIDED AS IS AND IS SUBJECT TO ALTERATIONS. FUJITSU */
/* MICROELECTRONICS ACCEPTS NO RESPONSIBILITY OR LIABILITY FOR ANY ERRORS OR */

/* ELIGIBILITY FOR ANY PURPOSES. =)
/* (C) Fujitsu Microelectronics Europe GmbH */
/* ___________________________________________________________________________ */

void InitIrgLevels (void)

{

ICR = (79 << 8) | 2; /* Priority Level 2 for UARTO-Rx of MB9634x
Series */

}
/* ISR prototype */

__interrupt void INT9 ISR (void);
__interrupt void UARTO RXISR (void);

#pragma intvect INT9 ISR 9 /* INT9 of MB96340 Series */
#pragma intvect UARTO RXISR 79 /* UARTO-Rx of MB96340 Series */
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4 Additional Information

Information about FUJITSU Microcontrollers can be found on the following Internet page:
http://mcu.emea.fujitsu.com/

The software example related to this application note is:
96340 mempatch

96340 _mempatch_dma

It can be found on the following Internet page:

http://mcu.emea.fujitsu.com/mcu product/mcu_all software.htm
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